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Abstract

The need for a flexible and cost effective biometric security system is the
inspired of this paper. Face recognition is a good contactless biometric and it is
suitable and applicable for Wireless Sensor Network (WSN). Image processing and
image communication is a challenges task in WSN due to the heavy processing and
communication that reduce the life time of the network. This paper proposed a face
recognition algorithm on WSN depending on the centralized algorithm principle that
carry the load of the work to the sink node and compress the communication data to
87.5%. An efficient hybrid algorithm is proposed based on the benefit of wavelet
decomposition to extract the most distractive features of the face and Eigen face
method to classify faces according to the minimum distance with feature vectors on a
flat architecture to the WSN with gossiping routing protocol. An Excellent recognition
rate is achieved reaching to 100% with a minimum computation time.

Keywords: Wireless Sensor Network, Principle Component Analysis, Discrete
Wavelet Transform, Haar family, Routing protocol.
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1- Introduction

Wireless Sensor Network (WSN) is modeled of tiny motes that have the ability
to sense and extract the nearby environmental features; these features are
processed locally with limited computing resources and wirelessly transmitted to the
base station or sink [1, 2]. These sensors may measure scalar physical phenomena,
like pressure, Infrared IR, humidity, gas temperature ...etc. Most of these applications
have low bandwidth demands and delay tolerant [1, 3].

This kind of WSN is called Wireless Scalar Sensor Network (WSSN), another
stream branch is developed ,which is called Wireless Multimedia Sensor Network
(WMSN), the data sensed to be more complex like a stream video [4], visual data
forms give a well knowledge for the networks’ environment [5]. The availability of
Complementary Metal-Oxide Semiconductor (COMS) cameras and small
microphones, which are inexpensive, make this trends possible and growth the area
of the applications that are treated by the WSN as well as strengthen them like road
traffic, surveillance, security, health care and many others [1, 3, 5].

WSN integrated with pattern recognition applications is employed in many
fields like smart home. El-Basioni, Abd El-kader and Abdelmonim [6] proposed a
wireless biometric smart home design employing WSN and biometrics as an
authentication, their system is flexible and easy in installation but also have several
limitations like frequently transmitted data.

Xiang [7] proposed a design for smart home based on WSN and the technology of
Internet of Things, his work is a window on employing WSN applications to be
monitored remotely.

Althobaiti, Al-Rodhaan and Al-Dhelaan [8] exploited the biometric recognition on
WSN to exploit a biometric user authentication protocol for legitimately access control
in WSN, they use the user iris to regenerate the user’s key on-the-fly every time the
user wants to be authenticated.

Park, Choi and Lee [9] developed a facial recognition system using a mobile
terminals and smart phones; the whole face image is send to the PC server.

Arpra [10] utilized PCA using Eigen faces approach to develop a real time application
of face recognition.
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2- Wireless Sensor Network Architecture

The hardware technology progression in processors of low cost, low power
and small size is the motivation of the development of WSN. An individual sensor
node has some limitations in energy, memory, antenna and processing capability.
Figure 1 shows the typical architecture of a sensor node [11]
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Figure 1 :Architecture of sensor node.

The important component of sensor node is the battery. Battery must be
distributed properly that the life of the sensor node depends on it [12].

Fundamentally WMSN network architecture as shown in Figure 2 can be
generally categorized into three classes relying on what is the natural of the
application desired is, they are:[1, 3].

- Single-tier flat architecture having homogeneous sensors.
- Single-tier clustered architecture having heterogeneous sensors.
- Multi-tier heterogeneous architecture with heterogeneous sensors support.
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Figure 2: Architecture of WMSN.

Generally, routing in WSNs can be grouped into kinds of flat-based routing,
hierarchical-based routing, and adaptive-based routing. In flat-based routing, all
nodes in the network are assigned to the same roles or functions. In hierarchical-
based routing, on the other hand, not all the network nodes are assigned to the same
roles or function sin the network. In adaptive routing, definite system criteria’s are
considered in an attempt tobe suitable for the network’s current circumstances and
existing energy levels [11, 12, 13].

Flooding is the simplest routing technique which has been designed for multi-
hop networks. In flooding, whenever a node receives a packet, it sends out the
received packet to all of its neighbors. This routing technique has the flaws of
implosion. To overcome the implosion problem the gossiping protocol was proposed.
Gossiping protocol sends data to one randomly selected neighbor. The energy
consumption of gossiping protocol is less than that of flooding as it avoids the
replicated copies of packet [11, 13, 14].

Sensor networks must control in autonomous manner that is obviously clear to
address the network challenges of new technological and optimization. Besides, with
the intention of addressing low-energy, privacy, security, and scalability issues better,
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wireless sensor networks will have need of new styles of algorithms that will usage
least amounts of communication [11].

Centralized algorithms in wireless ad hoc sensor network are processes in
which way that the whole entire information from all nodes in the network is first
collected together at a single, particular, ordinarily predetermined, node. The problem
is solved at this node and accordingly the consequences of the optimization are
distributed to all nodes that demanded this information [11].

3- Face Recognition techniques

The standing face recognition algorithms are generally grouped into three
categories depending on what are the features processed as holistic, local and
hybrid. [15] Principle Component Analysis PCA is an operative method for holistic
face recognition methods. It is proposed and developed by Turk and Pentland. PCA
is depending on computation of Eigen values and Eigen vectors [16].

The accuracy of the face recognition system is influenced hardly by feature
extraction way to characterize and classify the face image. It is significantly to reduce
the dimensionality of the involved image [17]. Discrete Wavelet Transform DWT is
efficient in this domain. In achieving a hybrid method, the benefit of both holistic and
local methods is composed. This is motivated by the human recognition manner.

4- The proposed face recognition algorithm

The proposed system depends on moving the computation load to the base
station (sink node) and to reduce the data that travel in the network as much as
possible to send a useful data. The work is subdivided into two stages. The first is
design the framework of the network. The workshop is considered to be a building
with several entries each entry has a sensor node with camera that has the ability to
capture the face image, and a sink node which is considered to be approximately in
the center of the building with several other nodes. The gossiping routing protocol is
selected to simulate this network. The assumption of the simulation parameters is
shown in table 1. The second stage in the application level, hybrid face recognition
algorithm is developed to appropriate the WSN challenges with work tends to
centralized algorithms.

The overall procedure of the work from sensing the face image through the
acknowledgment of accepting or refusing the face is described in Algorithm 1.

Algorithm 1: The proposed scenario algorithm

2016 Gl 24-23 pamadiall pde ualdll alel) jaigall gilBy [ dsalal) ) guaiall 440 E



Matheel Emaduldeen, Ph.D.(Asst.Prof.) Fatima B.lbrahim, , (lecturer)

Input: The captured face image of the desired authenticated person.
Output: Acceptance /Refused authentication response for the desired face.
Begin
Stepl: In the sensing node, the face image is capture.

Step2: In the sensing node, the face image is compressed by DWT up to five
levels producing a small set of face features.

Step3: These small set of features is send from the sensing node to the sink
node using the Gossiping routing protocol.

Step4: In the sink node, the set of the face feature is received.

Step5: In the sink node, the set of the face feature is applied to the PCA
algorithm to produce the corresponding Eigen face.

Step6: In the sink node, Euclidean distance as distance measure is used to
compute the similarity between the computed Eigen face and the stored
Eigen faces in the database.

Step7: If the face is accepted, an accepted authentication response is send
back to the sending node; else if it is not accepted a refused response is
send back.

End.

The proposed recognition algorithm attains the benefit of DWT and PCA
technigues as a compression and recognition techniques.

PCA algorithm is used as a good algorithm for face recognition that dealt with
the whole face without needing to the knowledge of the geometry of the face. As well
as it is not influenced with the factors of illuminations, shifting and rotation of the face
and different facial expressions. So it is a good recognition technique.

Although this technique in its mathematical computations depends on
reduction space principle, it has a heavy load of computations to compute the Eigen
vector and Eigen value. To reduce this heavy load of computation, the data used in
computation of Eigen vector and Eigen value must be reduced. The compression
technique is used for this purpose. The face image is compressed with keeping the
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main facial traits that are useful to recognize the face. DWT is used for this objective.
DWT depends on subdividing the image into details and approximation sub-images.
The approximation portion has the important and descriptive features of the face.
Applying the face image to multilevel of DWT, reduce the data substantially and
maintain the descriptive traits.

Finally, this feature which it is substantially smaller than the face image is used
to find the Eigen face to recognize and classify the face.

Haar wavelet is chosen for its attributes of simplicity and speed. It is memory
efficient, that it can be computed in place without temporary array [18]. Haar wavelet
is defined by the formula [19]:

1 for telO, %]
0 otherwize

Energy is an important aspect of WSN. Receiving and sending a message is a
cost operation for energy which takes the most energy of node. The proposed
protocol takes the following arithmetic model to compute the power consumed:

E,T(K) = Egjec * K + Eqmp * K.d? ... (2)
EnR(K) = Egrec x K )

Where E,.. IS the transmitter electronic that the energy waste for receiving
and transmitting per bit, E,,, is the transmit amplifier that the energy needed per bit
per square meter to accomplish satisfactory Signal to Noise Ratio (SNR), d is the
distance from sender node to receiver node, K is the packet size in bit [20].

First of all the system is designed to distribute thirty nodes in a building of 30m
X 30m in a way that regard to put in every entry to the building a sensor node with a
camera sensor. The sink node is considered to be in the center of the building. The
limit of transmission of each node is 15m. The simulation parameters of the
Gossiping routing protocol is listed in table 1.
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Table 1: Simulation parameters of Gossiping routing protocol.

Parameter value
Building Area (meter) 30mX30m
No. of nodes 25

Packet data size 2700 bit

No of transmission packets 100
Limit of transmission distance

(meter) 15m

Eeleoc 50nij/bit

Eqmp 100pj/bit/m?

5- Experimental Results

The software to simulate and implement the proposed work is Matlab® 2010a.
For testing the proposed hybrid face recognition algorithm the database FACES94 is
used. The database has images of 123 individuals grouped to male, female and
male_staff each has 20 image taken while he/she is spoken with a little variation to
positon. The image resolution is 180x200.

At the first of all the system is trained offline on the base station. Different
subsets from the database are used with different number of images.

Figure 3 shows the mean image for training 10 classes each with 10 training
image using PCA with level 5 DWT method.

The network simulation parameters are shown in table 1 and the distribution of
nodes in the network is shown in figure 4. The source node is sensed the face image
which is considered 180X200, then apply 5 level DWT using Haar family making the
facial value 7X6. This facial value is traveled in the network to reach the base station
where the remaining computation is down and acknowledgment to accepting or
refusing is stated.
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The threshold value depending on Euclidean distance of the image from the
stored weights as a similarity measure is small enough to enforce the system to
reject unauthorized individuals. Figure 5 shows the Euclidean distance of a testing
image by PCA with level 5 DWT. It is showing that the classes is discriminatory
classified.

With this reduction of data and the distribution of the nodes the network
lifetime is maintained. This is shown in figure 6 that reveal 23 nodes are still alive
after sending 100 packets in the network. Figure 7 shows that the remaining average
energy is above 0.36 that affects the efficiency of the proposed algorithm in power
saving and maintaining network lifetime.

The cumulative simulation time of the network in the above parameters do not
across 0.14 second which it is a good result. This is shown in figure 8. The network
behavior in selecting multiple paths to deliver the packets is good to maximize the
network time. This is clear in the number of hops used for end-to-end delay. Figure 9
shows end to end delay that has at most 2 hops.

Table 2 shows the details of the reduction of data transmitted and the
corresponding recognition rate for face recognition in different DWT levels.

Disribute Nodes as Randonize

[

Mean Image "
Figure 3 :mean image for training > L é

Figure 4: Network nodes distribution
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Figure 5: Euclidean distance of a tested image with Eigen faces of PCA with level 5 DWT
method
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Figure 6: Number of still alive nodes.
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Figure 8: Cumulative network simulation time.

2016 (i 24-23 paadiall pde Gualdl) alad) paijall gilfy [ daalal) ) gualall 4408 91



Matheel Emaduldeen, Ph.D.(Asst.Prof.) Fatima B.lbrahim, , (lecturer)

2 R .
|| S o oo o e oo oo Lo b
e B e S e

B o et —— o o e o

2 ' '

& ' !

= : : : : : : : : : ]

T 12 oo by e b b oo oo oo

& : :

@ : :

5 : :

w b Lkt EECEEETE T PEEEE PP L et R R E T PP e e e T R

o : :

L= 1 1

2= ' ' ' ' ' H ' ' ' 1

k= : ; : : : : : : : ]

s 08--------- Tttt Fommmm kb i [ Tt kb [

£ ' !

5 :

= : : : : : : : : : ]
06—--------- [RERRTohEbl [RREEEEEEE I I [REEEEERE [RRRERERh I [REREREEEE
A oo oo oo R oo R —
02— b e s — e o s s

0 i i i i i i i i i i
0 10 20 30 40 50 60 T0 a0 90 100

Mumber of transmission packets (Round)

Figure 9: End to end network delay (number of hops).

6- Conclusions

This paper has presented a hybrid face recognition technique used on WSN.
The system depends on centralized algorithm principle that move the load of the
work to the base station which it is in fact has more facilities than other network
nodes that seems to have less power challenges and faster hardware processor.
Choosing Haar family is good due to its simplicity and memory efficiency use that
leads to simplify the computation on the node to reduce the power consuming. As
communication is the most power consuming part for the network, the algorithm
stands to reduce the transmitted data up to 850 times. The computation time in the
base station node becomes faster 87.5% than the particular PCA algorithm.

The simplicity and speed of the suggested hybrid algorithm with the strong
recognition of 100% dives it the tendency to be implemented on a low cost hardware.

In future the algorithm can be evaluated with different challenges applications
like real time environmental challenges. This algorithm also can be evaluated in a
Biometric Authentication protocols in WSN.

n 2016 Gl 24-23 pamadiall jde ualdl) alal) jaigall gilby [ dadlall ) guaiall A8



Al-Mansour University College /

Table 2: Transmission data size and training time for different levels of decomposing DWT.
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Transr_mttr—;d Time to o
. data size in Recognition
Data size : compute the
byte without : Rate
Eigen faces
header
Original Image 200X180 36000 = 30.02 sec. 98%
After level 1 9000 - 0
DWT 100X90 = 12.01 sec. 98.8%
After level 2 2250 N
DWT 50X45 = 10.3 sec. 98.8%
After level 3 575 N
DWT 25X23 = 9.87 sec. 100%
After level 4 156 -
DWT 13X12 = 9.07 sec. 100%
After level 5 42 -
DWT 7X6 =~ 2.89 sec. 100%
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